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Yours Truly
• Founder @ we45 and AppSecEngineer 

• Chief Architect - Orchestron 

• Avid Pythonista and AppSec Automation Junkie 

• Trainer/Speaker at DEF CON, BlackHat, OWASP Events, etc 
world-wide 

• Lead Trainer - we45 Training and Workshops 

• Co-author of Secure Java For Web Application 
Development 

• Author of PCI Compliance: A Definitive Guide
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Community Initiatives

📹 Youtube Channel: youtube.com/appsecengineer 

📜 Blog: we45.com/blog 

🗣 Talks/Workshops at several Events

http://youtube.com/appsecengineer
http://we45.com/blog
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–Definition of Supply Chain

“the network of all the individuals, organizations, resources, 
activities and technology involved in the creation and sale of a 

product.” 
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–Usenix Paper coauthored by Dan Geer

“A software supply chain is composed of the components, 
libraries, tools, and processes used to develop, build, and publish a 

software artifact.” 
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Your Application’s Supply-Chains
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Today’s Agenda

• Three Stories

• From different phases of the SDLC

• With completely different supply-chain implications
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Pre-Commit Supply-Chain Attacks
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Supply-Chain Lifecycle



Copyright © AppSecEngineer 2022

abhaybhargav AppSecEngineer

Supply-Chain Lifecycle
Dependency Confusion 

Malicious Git Hooks 
Malicious Terraform Modules



Copyright © AppSecEngineer 2022

abhaybhargav AppSecEngineer

Supply-Chain Lifecycle
Dependency Confusion 

Malicious Git Hooks 
Malicious Terraform Modules

Poisoned Pipeline 
Build Manipulation 

Build System Compromise



Copyright © AppSecEngineer 2022

abhaybhargav AppSecEngineer

Supply-Chain Lifecycle
Dependency Confusion 

Malicious Git Hooks 
Malicious Terraform Modules

Poisoned Pipeline 
Build Manipulation 

Build System Compromise

Dependency Confusion 
Dependency Tampering 

Tainted nested Dependencies



Copyright © AppSecEngineer 2022

abhaybhargav AppSecEngineer

Supply-Chain Lifecycle
Dependency Confusion 

Malicious Git Hooks 
Malicious Terraform Modules

Poisoned Pipeline 
Build Manipulation 

Build System Compromise

Dependency Confusion 
Dependency Tampering 

Tainted nested Dependencies

Package Integrity Attacks 
Malicious/Vulnerable Base Images 

Hash Switch Attacks
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Dependency Confusion
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How does it work?

install package widget

Downloads compromised widget 59.1.0
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Who does it affect?

• Orgs with private packages in private repositories 

• Orgs with private packages in artifactories (JFrog, etc)
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Lab: Dependency Confusion
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Terror with Terraform
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Terraform Terminology

• Providers => Plugins to interact with cloud environments. Found in the 
Terraform Registry (example: AWS) 

• Modules => Container for multiple resources that are used together (example 
- your app stack with specific resources, network and variable definitions) 

• Resources => API Resources that refer to resources in specific cloud providers 
(example aws_ssm_parameter)
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Provider Types

• Community Providers - Anyone can submit. Will be signed. No additional 
verification 

• Verified Providers -> Verified by Hashicorp Alliances Team 

• Official Provider -> Managed by Hashicorp
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Terraform Modules

• Can be loaded from local directories 

• Can be loaded from registry 

• Can be loaded from Git repos 

• No concept of verified or unverified Modules 

• No signature for Terraform modules
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Implant Mechanisms

• Developers using module in $environment

• Developers using providers that use the module

• Terraform containers using module (prebuilt)

• Cross-Build Injection - Forced use of terraform module
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What about IaC SAST? 

• Bypassing IaC SAST rules entirely possible with base64-encoding, other 
techniques

• Its all about studying the rules and identifying bypasses based on the checks
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Recommendations

• Only use modules/providers that have been audited 

• Run SAST rules on modules to identify possible anomalies - use of base64, 
credential usage, etc.  

• When running with CI/CD systems, try and build hermetically to avoid 
possible tainting of modules/providers 

• Commit and Leverage lock files across the source artefact supply-chain
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Cluster Buster: Kubernetes 
Admission Control Scandal
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Container Supply-Chain Security 
Considerations

- Code in layers
- Base Image
- Secrets
- AuthN

- Runtime Config
- User AuthN
- Volumes
- Network

- AuthN
- AuthZ
- Tag Security
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$1 Tour of Kubernetes 
Admission Controllers
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Admission Control - K8s
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Validating Web Hook 
Validation Admission Controller

Validating Webhook

ETCD
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Mutating Web Hook 
Mutating Admission Controller

Schema Validation

Mutating Webhook
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Registering the Admission Controller
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Validating Webhook Response 
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Validating Webhook Response 

Allowed Response Denied Response

Denied Response with Custom Messages
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Response in Mutating Webhook
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Possible Post-Exploit Scenarios
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Demo


