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‘Three main pillars of NIS 1
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wCompanies are
required to take
security measures

wCooperation Group
gathering national NIS
authorities (e.g. to
implement the
Directive)

wNational NIS
authority

wComputer Security
Incident Response
Team(CSIRT) to
handle incidents

wCompanies are
required tonotify

wWCSIRTs networor incidents

operational
cooperation (e.g. to
discuss incidents)

wSingle Point of
Contact(SPOC) for E
cooperation

Risk management

European Cooperatio

wNational NIS strategy
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Sectors énd services under NIS 1

Operatorsof essential services (OES) | Digital service providers (DSP)

Energy Online marketplace
Transport Online search engine
Banking Cloud computing service

Financial market infrastructures
Health sector
Drinking water supply and distribution

Digital Infrastructure
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Main cha]lenges oNIS1

Not all sectorghat

Greatinconsistenciesand
gaps due to the NIS scope

Divergingsecurity

may be considered beingde factodefinedby requirements

critical are in scope MS (casdy caseOES acrossvis
identification)

Divergingncident Ineffective Voluntary and achoc

notification
requirements

supervision and
limited enforcement

cooperationand info
sharing between MS
and between operators
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MEMBER STATE
CAPABILITIES

Nationalauthorities
National strategies

Coordinated
Vulnerability disclosure
(CVD)¥rameworks

Crisis management
frameworks

RISK MANAGEMENT
N S

Accountabilityfor top
managementfor non-
compliance

Essentiabndimportant
entitiesare required to
take securitymeasures
includingsupply chain
security

Companiesre required
to notify incidents

Three mz:alin pillars of the proposal for NIS 2

COOPERATION AND
INFO EXCHANGE

18y

CooperationGroup
CSIRTs network
CyCLONe

CVD and European
vulnerability registry

Peerreviews

Biennial ENISA
cybersecurity report

Framework of specific
cybersecurity
information-sharing
arrangements between

companies
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Two regljlatory regimes

Essential entities

Important entities

Scope

Scope of NIS1 + certain new sectors

Most new sectors + certaentities
from NIS1 scope

Security requirements

Riskbasedsecurity obligationgncluding accountability of top management

Reporting obligations

Significant incidents and significacytberthreats

Supervision Exante + ex post Expost
. Minimum list of administrative sanctions, including fines. Only for essential entitittwa
Sanctions : . - ) : :
ratio possibility to suspend authorisation or impose temporary ban on managerial duties
Generalrule: MS where theservice is provided
Jurisdiction Exception: Main establishment + ENISA registry for certain digital infrastructures and d

providers
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Which sectors are covered?

Main selection criteriaExisting Membef (i I floficie<s) stakeholdef®iews, digital intensity, importance
for society (as revealed by COMI®crisis), interdependencies between sectors

Essential entities Important entities

Energyelectricity*, district heating oil, gas anchydrogen Postal and courier services
Transportair,rai, water, road) Waste management

Ban king ChemiCa|$nanufacture,production, distribution)
Financial market infrastructures Foodproduction,processing, distribution)

Man UfaCtUring(medicaldevices;computer, electronic andptical
products electrical equipmentmachinery motor vehiclesand (semitrailers;
transport equipmeny

Hea|th(healthcare,EU reference labs, researahd manufacturing
of pharmaceuticals and medical devices)

Digital providerssearch engines, online market places aodial

Drinking water networks

Wastewater

Digital Infrastructureixp, bNs, TLEoud data centres,
CDN electronic communications and trust service providers)

Public administrations

Space

European
* New types of entities in electricity:producers, NEMQelectricity market participants providing aggregation, demand response or energy sseagecs - Commission
** |nfrastructure managers and railway undertakings including operators of service facilities (as defined in Directive 201RJB4/E



Scope:size threshold

Identification has provennefficient hdifficulty in identifying consistent
thresholds

Sizeas a cleacut benchmark (all companies, which are medisized or
larger) and a proxy famportance.Exceptionselectronic
communications, trust services, TLD registries and public administration.

MSwill be in a positiorio add operatordelow the sizethresholdin the
following cases:

Sole providerof a service

Potential disruptiorof a service provided bgn entity could have an impact goublic
safety, public security or publibealth

Potentialdisruption ofa service provided bgn entity could inducesystemicrisks

Entities with specifiomportance at regional or national levdbr a particular sector or
type of service, or for other interdependent sectorsaiMember State

Entities considered axitical under the proposed Resiliencef Critical Entities
Directive
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More harmonisedsecurity requirements

« Accountability for top managemen{
for non-compliance with
cybersecurityrisk management
measures

« Riskbased approach: appropriate
and proportionate technical and
organisationameasures

« Measuredo at least include: ——

risk analysis and information system security policies
incident handling

business continuity and crisis management

supply chain security

security in network and information systems
acquisition, development and maintenance, including
vulnerability handling and disclosure

policies and procedures to assess the effectiveness
of cybersecurity risk management measures

the use of cryptography and encryption
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More harmonisedreporting requirements

. Entities to reportsignificantincidents[and cyber threats]
+ Entities to inform recipients of their services

« Incident notification irthree stages

Intermediate
report upon

Initial
notification
within 24h

Final report

within one

request of CA p—

or CSIRT

- MS to inform each other and ENISA of incidents with ebagder nature
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NIS 2Directive- State of Play

u Colegislatorsreacheda political agreementon 13 May 20221uring the third political

trilogue
o What are the next steps?

o technicalmeetingsto finalisethe text after the final political trilogue, COREPEprovalof the

text, followed by EPapproval lawyer linguistschecksof the textX

o Finaladoption of NIS 2 Directivexpectedin autumn 2022
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