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Time Topic Speaker

1:00 pm -1:05 pm Welcome Mrs. Giselle Vercauteren

President ISACA Belgium

1:05 pm -1:35 pm Cybersecurity expertise essential for all 

professions

Mr. Karel De Kneef

Chief Security Officer

SWIFT

1:35 pm - 2:15 pm Cybersecurity steps based on the NIST 

cybersecurity framework

Mr. Umut Inetas

Manager Security Architecture

Ahold Delhaize

2:15 pm - 2:55 pm Be successful in IT governance Mr. Vilius Benetis

CEO

NRD Cyber Security

2:55 pm - 3:00 pm Wrap-up & closure of the meeting Mrs. Giselle Vercauteren

President ISACA Belgium



How can security and risk management 

leaders optimize their talent challenges.

Belgian Cybersecurity Coalition ï26 January 2021

Karel De Kneef, Chief Security Officer, SWIFT
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The global 

provider of secure 

financial 

messaging 

services
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SWIFT 

in figures

8.5 billion
FIN messages per year (2019)

11,000+
SWIFT users

200+
Countries and territories

36.7 million
FIN messages peak day (2019)

7.3%
Increase in FIN traffic (2019)
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Cyber threat landscape is shifting and the attack surface is always changing

Business 

evolution

Evolving

Attack 

Vectors

New

Regulation

(Ab)use of 

New 

Technology

Geo Political

Tensions

People
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Cybersecurity activities

Effort split : Protect vs Transform

× Protect = daily operations of key security 

functions

× Transform = initiatives to improve security 

functions and/or support new business 

initiatives

Protect 
67%

Transform
33%
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Zoom on Security Assurance activity

Enable Transform

Security validation (pen test, cyber exercises,..)

Baseline checking (MSB,..)

Risk assessments(Vendor, CROSS,Business risk,..)

Security posture reporting

Policies&standards maintenance

Audit follow up

Secuity management tools maintenance

Protect
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Zoom on Business Support activity

Transform Enable

Business projects support

Tribe support

Cloud initiatives

Audit/Control framework (ISO 27K, PCI DSS,eIDAS,..)

Protect
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Zoom on Platform & Tooling security activity

Architecture & Solution management Endpoint Security

Network Security Security Logging & Automation

Threat Defense Operations

Transform Enable
Protect
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Zoom on Cyber Incident Detection & Response activity

SOC Threat hunting/Threat intelligence Use case devt Vulnerability monitoring

2

32

Transform Enable
Protect
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Example: Business Security Assessment

Business

context

Happy

flow

What can

go wrong

New

controls

Residual

risk

12



1313

Example: Threat Hunting

Threat Hunting is a                            process

Threat Hunting focuses on                            posture

Threat Hunting is a practice                                     CFC analysts to grow

Intelligence-
driven

Enhancing 
our security

For all
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Example: Key competencies for all with learning maps tracking

Learning map
Basic Intermediate Advanced

Cloud Security

SWIFT Business

Agile

Risk Management

Å Library
Å References to relevant documentation

Å E-learning
Å References to platforms and courses name

Å Classroom
Å References to vendors and courses name4

 F
o

c
u

s
 a

re
a

s

3 Proficiency levels
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Example: bringing diversity through ñWomen In Cyberò programme

Å Hire women into existing cyber teams

Å Provide academic and structured industry knowledge via evening and weekend classes for 

3 years having them pass industry recognized certification exams

Å Engage with senior cyber security mentors

Å Challenge with real-life and real-world problems in the workplace
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Letôs not forget about leadership

LEAD
Å Set direction & drive for results

Å Inspire your team to innovate & bring 

ideas

Å Foster collaboration within & across 

groups

Å Be a role model: Walk the talk

COMMUNICATE
Å Listen

Å Invite regular multidirectional 

feedback

Å Share information 

Å Provide honest, constructive, & timely 

feedback

TRUST
Å Act with integrity, respect, & fairness

Å Show genuine interest in people

Å Explain the rationale behind decisions

MANAGEMENT 

PRINCIPLES

DEVELOP
Å Develop your team & yourself

Å Engage & empower diverse 

individuals

Å Energize people to bring out their best

Å Recognize & reward achievements
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www.swift.com
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CYBERSECURITYSTEPSBASEDON THE

NIST CYBERSECURITYFRAMEWORK

UMUT INETAS

VIRTUALGRC EXPERIENCE

SHARINGEVENT

26 JANUARY2021



AGENDA

- NIST Cyber Security Framework: History, Structure, Overview

- NIST CSF Implementation Tiers

- NIST CSF Profiles

- 5 Pillars of NIST Core Function

- Why NIST ? 

- Other Frameworks and Future of NIST



ABOUT ME

UMUT INETAS 

Current: Manager Security Architecture @Ahold Delhaize

S3 Cybersecurity Topic Leader @Solvay Business School - IT & Information 
Security Management Education 

Previously: Head of CDC @ING BE
ÅInfo Sec Team Manager
ÅInformation Risk Manager
ÅIT Sec Architect 
ÅIT Sec Engineering

Worked at Istanbul, Vienna, Moscow, Amsterdam and Brussels for different 
financial institutions

https://be.linkedin.com/in/umutin

https://be.linkedin.com/in/umutin


NIST FRAMEWORK HISTORY

ÅReleased in 2014 

Å2013 - Executive Order13636: 
òImproving Critical Infrastructure 
securityó

ÅMay 2017 - Executive Order 
13800: Strengthening the 
Cybersecurity of Federal Networks 
and Critical Infrastructure

ÅVersion 1.1 (April 2018)

Å! ƴŜǿ ǎŜŎǘƛƻƴ ǘƛǘƭŜŘ ά{ŜƭŦ-Assessing 
Cybersecurity Risk with the 
CǊŀƳŜǿƻǊƪΦέ

ÅMore detailed IAM and 
vulnerability management 

Source: crsr.nist.gov

Å Cost effective, business centric, risk-based 
cybersecurity framework 

Å Attempt to help critical organizations defend against 
growing tide of cyber security attacks



NIST FRAMEWORK STRUCTURE

ÅA Framework of Frameworks

ÅLots of Standards & Specifications 

ÅNIST SP 800-137 Information Security 
Continuous Monitoring (ISCM)

ÅNIST SP 800-46 Guide to Enterprise 
Telework, Remote Access, and Bring 
Your Own Device (BYOD) Security

ÅNIST SP 800-213 IoT Device 
Cybersecurity Guidance for the 
Federal Government 

ÅNIST SP 1800-23 Energy Sector Asset 
Management: For Electric Utilities, Oil & 
Gas Industry

ÅAnd many otheré

Source: crsr.nist.gov



NIST FRAMEWORK OVERVIEW

IMPLEMENTATIONTIERS

- Link to the risk management 
frameworks

- How cybersecurity risks and processes 
are viewed and measured 

PROFILE

- Where you are and where you want to 
go

- Defines (measures) current state and 
projects (measures) desired state

CORE

- What NIST tries to achieve

- Alignment of cybersecurity strategy in 
a structured way and link to more 
detailed guidance and controls

3 MAIN COMPONENTSOF NIST CSF



NIST CSF ðIMPLEMENTATIONTIERS

ÅThe degree to which an 
organizationõs cybersecurity risk 
management practices exhibit the 
characteristics defined.

ÅRanges from Partial (Tier 1) to 
Adaptive (Tier 4) to degree of rigor, 
and how well integrated 
cybersecurity risk decisions are into 
broader risk decisions

Å3rd party involvement which 
organization shares and receives 
cybersecurity info from external 
parties.

IMPLEMENTATIONTIERS



NIST CSF - PROFILES

ÅPresents overview of present and 

future cybersecurity posture

ü Business Requirements

ü Risk Tolerance

ü Resources

ÅUsed to define current state and 
desired state and measure progress

CSF PROFILE


