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1:00 pm -1:05 pm Welcome Mrs. Giselle Vercauteren
President ISACA Belgium

1:05 pm -1:35 pm Cybersecurity expertise essential for all Mr. Karel De Kneef
professions Chief Security Officer
SWIFT
1:35 pm - 2:15 pm Cybersecurity steps based on the NIST Mr. Umut Inetas
cybersecurity framework Manager Security Architecture

Ahold Delhaize

2:15 pm - 2:55 pm Be successful in IT governance Mr. Vilius Benetis
CEO
NRD Cyber Security

2:55 pm - 3:00 pm Wrap-up & closure of the meeting Mrs. Giselle Vercauteren
President ISACA Belgium

CYBER SECURITY
. COALITION..



How can security and risk management
leaders optimize their talent challenges.

Karel De Kneef, Chief Security Officer, SWIFT

Belgian Cybersecurity Coalition i 26 January 2021



The global
provider of secure
financial
messaging
services




SWIFT
In figures

36.7 million

FIN messages peak day (2019)

8.5 billlion 7.3%

FIN messages per year (2019) Increase in FIN traffic (2019)

11,000+ 200+

SWIFT users Countries and territories




Cyber threat landscape is shifting and the attack surface is always changing
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Evolving . (Ab)use of
Attack Business New
Vectors evolution Technology
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New Geo Political
Regulation Tensions




Cybersecurity activities
Effort split : Protect vs Transform

25
20
Protect Transform
67% 33%
15
x
10
x Protect = daily operations of key security
functions
5
x Transform = initiatives to improve security
functions and/or support new business
initiatives
0 . . .
Security Business Platform and Cyber Incident Identity & Security Skills Physical Security Security Customer
TSN Assurance Support  Tooling Security Detection & Access Strategy, Development Awareness Security
SWIET Response  Management Governance & Intelligence

N Planning



Zoom on Security Assurance activity ‘

Protect

= Enable = Transform

m Security validation (pen test, cyber exercises,..)

m Baseline checking (MSB,..)

Risk assessments(Vendor, CROSS,Business risk,..)

m Security posture reporting

m Policies&standards maintenance

= Audit follow up

m Secuity management tools maintenance




Zoom on Business Support activity

Protect

= Transform = Enanie

m Business projects support

= Tribe support

Cloud initiatives

m Audit/Control framework (ISO 27K, PCI DSS,elDAS,..)



Zoom on Platform & Tooling security activity

Protect

= Transform = Enauie

cture & Solution management = Endpoint Security

ecurity m Security Logging & Automation

t Defense Operations



Zoom on Cyber Incident Detection & Response activity

. Protect

= Transform = Enauvic

® Threat hunting/Threat intelligence = Use case devt = Vulnerability monitoring
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Example: Business Security Assessment

Business
context

Some typical questions

What is the business about?

What is in scope and not?

Who are the key business actors?

What are the key elements, values, potential
targets ?

9. Do we have business level third parties?

6. What are the key systems or entities?

W =

New
controls

What can
go wrong

Residual
risk
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Example: Threat Hunting

Threat Hunting Is a

Intelligence- Process
driven

Threat Hunting focuses on Enhancing posture
our security

Threat Hunting Is a practice

For all CFC analysts to grow
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Example: Key competencies for all with learning maps tracking

3 Proficiency levels

Cloud Security

SWIFT Business
A Library

A References to relevant documentation

Agile A E-learning

A References to platforms and courses name

A Classroom
A References to vendors and courses name

4 Focus areas

Risk Management
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Exampl e: bringing diver si t ypragtammeu g h

N Wo me n

o I

o I

Hire women into existing cyber teams

Provide academic and structured industry knowledge via evening and weekend classes for
3 years having them pass industry recognized certification exams

Engage with senior cyber security mentors
Challenge with real-life and real-world problems in the workplace

Timeline: Three Stages to SUCCESS

= -

N

e Career Clinic - » Specialized
Transitional Thinking ‘Technical’ Domain

* Cyber BootCamp Selection
(CISSP/NIST BOK) ¢ Coaching and

* Design Thinking & Mentoring
Digital Leadership Intermediate

» Mentee and Coachee e Career and Self

« ‘Real’ Work - Walking Development
the Talk e Organizational Needs

e Community and Influence

« Pass CISM or CISA » Community
Certification Exam * Pass Technical

Certification Exam
\ / _ _/

Mission Support: Dedicated one-on-one coaching by experienced mentors,

hands-on technical training & community development

e Special Domain
‘Mastery’

e Secondary Domain

* Become Mentor and
Coach

e Advanced ‘Stretch’
Goals

e Career Path Planning

e Contributing to the
Cyber Eco-System

e Community
* Pass CISSP ‘Exam’

\ /

n
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Let 6s not forget about | Eigstuopogafyspe,

50%

30%

0%

Verbal : Risk : Leadership Strategic People

I\/I A N ‘N G E I\/I E N I Communication .| Assessment . Planning Management
n=70

Source: Gartner

PRINCIPLES

LEAD COI\/II\/IUNICATE DEVELOP

Set direction & drive for results Listen Develop your team & yourself

Inspire your team to innovate & bring Invite regular multidirectional Engage & empower diverse

ideas feedback individuals

Foster collaboration within & across Share information Energize people to bring out their best
groups Provide honest, constructive, & time Recognize & reward achievements

Be a role model; Walk the talk feedback

TRUST

A Act with integrity, respect, & fairness
A Show genuine interest in people
A Explain the rationale behind decisions



WWW.swift.com
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m Solvay Brussels School
4 Executive Education



AGENDA

- NIST Cyber Security Framework: History, Structure, Overview
- NIST CSF Implementation Tiers

- NIST CSF Profiles

- 5 Pillars of NIST Core Function

- Why NIST ?

- Other Frameworks and Future of NIST



ABOUT ME

UMUT INETAS
Current. Manager Security Architecture @Ahold Delhaize

S3 Cybersecurity Topic Leader @ Solvay Business Sthé&olnformation
Security Management Education

Previously: Head of CDC @ING BE
nfo Sec Team Manager
nformation Risk Manager

T Sec Architect

T Sec Engineering

o To Do Ix

Worked at Istanbul, Vienna, Moscow, Amsterdam and Brussels for different
financial institutions

https://be.linkedin.com/in/umutin



https://be.linkedin.com/in/umutin

NIST FRAMEWORISTDRY

A Released in 2014 “It is the policy of the United States to enhance
the sec;mty and resilience of the Nation’s
. . critical infrastructure and to maintain a cyber
A 2013 - EXGCUtIVG Order13636 environment that encourages efficiency,
A : : : . Innovation, and economic prosperity while
O I m p rovi n g C ri ti1 c. promoting safety, security, business ur €
s ecur | t y (’) confidentiality, privacy, and civil liberties”

A May 2017 - Executive Order
13800: Strengthening the

Cybersecurity of Federal Networks Executve Order 13636
and Critical Infrastructure

A Version 1.1 (Apl‘ll 2018) A Cost effective, business centric;rasded

Al ySg &S00 rMBspssifigh (i dbSskuridfrgmeésidrk
Cybersecurlty Risk with the A Attempt to help critical organizations defend against
CNJ YSgg2N J ®é growing tide of cyber security attacks

A More detailed IAM and
vulnerability management

Source: crsr.nist.gov



NIST FRAMEWORRKRBCTURE

A A Framework of Frameworks

A Lots of Standards & Specifications

A NIST SP 80a37 Information Security
Continuous Monitoring (ISCM)

A NIST SP 80@6 Guide to Enterprise
Telework, Remote Access, and Bring

Your Own Device (BYOD) Security

A NIST SP 80Q13 loT Device

Cybersecurity Guidance for the
Federal Government

A NIST SP 18023 Energy Sector Asset

Management: For Electric Utilities, Olil &
Gas Industry

AAnd many ot her é Ll

‘\agement Ffan‘)ewo'

)
: \g:b Categorize ‘\9@
o System D
&
/ A -~
Monitor : Select
Controls RSN A Controls
Authorize ~ =
Syste v
¢ M Assess |
Controls

P 800-53A | IR 8OV

Implement
Controls

Source: crsr.nist.gov



NIST FRAMEWORK OVERVIEW

3 MAIN COMPONENT®FNIST CSF

CORE TIERS

CYBERSECURITY
FRAMEWORK

PROFILE

=S FRAMEWORK
W
%

Z

<D

IMPLEMENTATIAONERS

- Link to the risk management
frameworks

- How cybersecurity risks and processe
are viewed and measured

PROFILE
- Where you are and where you want t
go

- Defines (measures) current state anc
projects (measures) desired state

CORE

What NIST tries to achieve

Alignment of cybersecurity strategy |
a structured way and link to more
detailed guidance and controls



NIST CSH IMPLEMENTATIONERS

IMPLEMENTATIAONERS

1 2 3 4
Partial Risk Informed | Repeatable | Adaptive

Risk
Management
Process

The functionality and repeatability of cybersecurity risk
management

Integrated Risk

The extent to which cybersecurity is considered in

Management ) ..
g broader risk management decisions
Program
External The degree to which the organization:

Participation

* monitors and manages supply chain risk!-!
* benefits my sharing or receiving information from

outside parties

A The degree to which an
organi zati onos <cy
management practices exhibit the
characteristics defined.

A Ranges from Partial (Tier 1) to
Adaptive (Tier 4) to degree of rigor,
and how well integrated
cybersecurity risk decisions are into
broader risk decisions

A 3rd party involvement which
organization shares and receives
cybersecurity info from external
parties.



NIST CSFPROFILES

CSF ROFILE

A Presents overview of present and
future cybersecurity posture

U Business Requirements

U RiIsk Tolerance

e st Budget Activities Activities
U Resources (Year 1) (Year 2)
1 Moderate Small 5SS X
A Used to define current state and 2 High Large s X
desired state and measure progres|— Mo || Rt | € X
98 Mod.;rate Nt.::.;'le $S Reassess

|
Target Profile




