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DIGITAL GOVERNANCE
“CISO”
85% of 

enterprises have 
a CISO

“CIO” 
Emerged as a job 
title in the 1980's

“CDO” “CRO”
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DIGITAL GOVERNANCE
“CISO”

85% of enterprises 
have a CISO

Henderson and Venkatraman (1993)

Alignment  
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DIGITAL GOVERNANCE

TOGAF

Alignment  

Technology
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DIGITAL GOVERNANCE

ITIL Service Management
Services

Alignment  

Technology

Services

Source: Value insights
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DIGITAL GOVERNANCE

Alignment  Technology Services
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Benefits 
realisation

Risk 
optimisation

Resource 
optimisation

ENTERPRISE GOVERNANCE 
of DIGITAL ACTIVITIES
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Key objective:

Become an enabler of 

the organisation’s 

strategy

Stakeholder Drivers and Needs

Enterprise Goals

Alignment Goals 

Governance and Management 
Objectives
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Stakeholder Drivers and Needs

Enterprise Goals

Alignment Goals 

Governance and Management 
Objectives

COBIT Focus Area: DevOpsCOBIT Focus Area: 
Information and Technology 
Risk

COBIT for Small and Medium 
Enterprises

COBIT Focus Area: 
Information Security
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Digital 
Transformation 

Information 
Security 

Regulatory 
Compliance 

Systems 
Reliability 

Cost 

reduction 

Business 
Continuity

Etc.

Resource 
optimisation

Risk 
optimisation

Benefits 
realisationStakeholder Drivers and 

Needs

Enterprise Goals

Alignment Goals 

Governance and 
Management Objectives
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Information  
Security 

Carry out risk assessments
Strengthen weak spots

Adjust risky processes and practices
Respond to, and manage incidents
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DSS05)Managed Risk 
(APO12)

Managed 
Security (APO13)

Managed 
Security Services 

(DSS05)

Risk 
optimisation

Stakeholder Drivers and 
Needs

Enterprise Goals

Alignment Goals 

Governance and 
Management Objectives
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Innovate
Change work methods

Conduct successful changes
Deploy new operations
Service Management
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)

Digital 
Transformation 

Managed 
Innovation 

(APO04)

Managed 
Projects/Progra
ms (BAI11 and 

BAI01)

Managed 
organizational 

Change (BAI05)

Benefits 
realisation

Stakeholder Drivers and 
Needs

Enterprise Goals

Alignment Goals 

Governance and 
Management Objectives
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Cost reduction

Manage investments
Manage external suppliers

Manage assets
Deploy a cost strategy while maintaining services and quality
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Ensured
Ensured 
Resource 

Optimization  
(EDM04)

Managed 
Portfolio 
(APO05)

Managed Budget 
& Costs (APO06)

Resource 
optimisationStakeholder Drivers and 

Needs

Enterprise Goals

Alignment Goals 

Governance and 
Management Objectives
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Business 
Continuity

Analyze risks and business impact
Develop recovery strategies

Develop Recovery plans
Operate recovery activity 
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Managed service 
agreements

(APO09)

Managed 
Operations

(DSS01)

Manage 
Solutions Build

(BAI03)

Risk 
optimisation

Stakeholder Drivers and 
Needs

Enterprise Goals

Alignment Goals 

Governance and 
Management Objectives
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Ensured 
Resource 

Optimization  
(EDM04)

Managed Risk 
(APO12)

Managed 
Innovation 

(APO04)

Managed 
Projects/Progra
ms (BAI11 and 

BAI01)

Managed 
organizational 

Change (BAI05)

Managed 
Security (APO13)

Managed 
Security Services 

(DSS05)

Managed 
Portfolio 
(APO05)

Managed Budget 
& Costs (APO06)

Managed service 
agreements

(APO09)

Managed 
Operations

(DSS01)

Manage 
Solutions Build

(BAI03)
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Ensured 
Resource 

Optimization  
(EDM04)

Managed Risk 
(APO12)

Managed 
Innovation 

(APO04)

Managed 
Projects/Program

s (BAI11 and 
BAI01)

Managed 
organizational 

Change (BAI05)

Managed 
Security (APO13)

Managed 
Security Services 

(DSS05)

Managed 
Portfolio (APO05)

Managed Budget 
& Costs (APO06)

Managed service 
agreements

(APO09)

Managed 
Operations

(DSS01)

Manage 
Solutions Build

(BAI03)
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EDM01 Governance 

Framework Setting 

and Maintenance

EDM02 Benefits 

Delivery

EDM03 Risk 

Optimization   

EDM04 Resource 

Optimization  

EDM05 Stakeholder 

Engagement

APO01 Management 

Framework
APO02 Strategy

APO03 Enterprise 

Architecture

APO04 Innovation

APO05 Portfolio

APO06 Budget and 

Costs

APO07 Human 

Resources
APO08 Relationships

APO09 Service 

Agreements

APO10 Vendors

APO11 Quality

APO12 

Risk

APO13 Security
APO14 

Data

APO14 

Communication

BAI01 Programs   

BAI02 Requirements 

Definition

BAI03 Solutions 

Identification and

BAI04 Availability and 

Capacity

BAI05 Organizational 

Change

BAI06 IT Changes   

BAI07 IT Change 

Acceptance and 

Transitioning BAI08 Knowledge

BAI09 Assets   

BAI10 Configuration

DSS01 Operations   

DSS02 Service 

Requests and 

Incidents  

DSS03 Problems

DSS04 Continuity

DSS05 Security 

Services

DSS06 Business 

Process Controls

MEA01 Performance 

and Conformance

MEA02 System of 

Internal Control

MEA03 Compliance 

With External 

Requirements

MEA04 

Assurance
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Mapping Compliance Requirements
to Governance and Management Objectives (source COBIT annexes)

APO12

EDM01

DSS05

MEA03

MEA04

DSS04
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ALIGN WITH 
MAJOR 
BODIES OF 
KNOWLEDGE 
AND 
FRAMEWORKS
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Alignment mapping
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Alignment mapping

5 Functions 23 Categories 108 Subcategories
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Alignment mapping

22 Sub-Domains
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40 Management Objectives

Alignment mapping
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120 total skills 

Alignment mapping
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Cybersecurity Career Companion

Life-Long learning
THROUGH

IDENTIFY YOUR  
TARGET ROLE(S) 

ASSESS YOUR SKILLS 
MIX AND GAPS

PROMOTE YOUR 
CAREER 

UPSKILL TOWARDS 
YOUR POTENTIAL
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SELECT ROLE TO ASSESS

ASSESS ALL SKILLS FOR THAT ROLE OBTAIN RESULTS AND IDENTIFY 
OTHER RELEVANT ROLES

Reference Strong skills

BUILD UPSKILLING PLAN
OBTAIN THE 
ROLE QUALIFICATION 
AND UPSKILLING 
REPORTS
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PERSONAL CURRICULUM

Skills DNA 
ASSESS SKILLS MIX 

AND GAPS

IDENTIFY  
TARGET ROLES 

DEVELOP  OWN  
CURRICULUM
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ENTERPRISES

MANAGEMENT MODEL

Find Upskill Retain
Promote

ProvisionRecruit
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Georges Ataya

Professor, founder and Academic Director of Digital Governance and 
Trust at Solvay Lifelong Learning

Co-Founder of the Belgian Cybersecurity Coalition 
Co-founder DPO Circle
Member of the Advisory Board: Agoria, BECI, CIONET, ISACA, Belgian 

Cybersecurity Coalition
Founder at Ataya & partners, advisory firm (atayapartners.com)
Past International Vice President at ISACA
Past Partner Ernst & Young
Past Deputy International CIO ITT World Directories
Contributor: COBIT, CISM, CGEIT, VALIT.

Linkedin: ataya
gataya@solvay.edu

+32475705709

http://be.linkedin.com/in/ataya
http://be.linkedin.com/in/ataya
mailto:gataya@solvay.edu


Thank You
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