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DIGITAL GOVERNANCE

”CISO” 1 7
85% of CIO

Emerged as a job

enterprises have title in the 1980's

a CISO

3
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DIGITAL GOVERNANCE

"CISO”

85% of enterprises
have a CISO

- Strategy Information
Business Alignment Technology
Strategy >
Strategy
Organizational Information
Design S[y)/stgms
iviti esign
Activities P op
Infrastructure| .
Organizational Alignment Information
Infrastructure Systems
Infrastructure

Henderson and Venkatraman (1993)
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DIGITAL GOVERNANCE

Preliminary

A.
Architecture
Vision
H. ~
Argx;encgt:re Business
Management Architecture

Technology

C.
G. Requi '
) quirements Information
Inglementat:on Management Systems
overnance Architectures

F. D.
Migration Technology
Planning Architecture

E.
Opportunities
and
Solutions

@ The Open Group

5
TOGAF _
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DIGITAL GOVERNANCE

( THE ITIL 4 BIG PICTURE

Technology

VALUE INSICHTS)

Source: Value insights

ITIL Service Management
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DIGITAL GOVERNANCE

Business
Strategy

Organizational
Design
Activities

Organizational
Infrastructure

i:rategy ’ Information
o Technology
Strategy
Information
Systems
Design
Activities
Infrastructure .
Alignment Information
Systems
Infrastructure

Technology

Bl

Preliminary

A.
Architecture
Vision

H.
Architecture
Change
Management

G.
Implementation m:;;m'::

Governance

F.
Migration
Planning

E:
Opportunities
and
Solutions

Architecture

B.
Business

C.
Information
Systems
Architectures

D.
Technology
Architecture

© The Open Group

wunpa—unucc ©o—-

U

Planning to Implement
Service Management

Service
Support
Business ICT
Relationship Infrastructure
Management Management

Service
Delivery

Security
Management
Application Management
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ENTERPRISE GOVERNANCE

of DIGITAL ACTIVITIES

Benefits
realisation

Resource
optimisation

Risk
optimisation




Stakeholder Drivers and Needs

Enterprise Goals

Key objective:

Become an enabler of
the organisation’s
strategy

Alignment Goals

Governance and Management
Objectives

&
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Stakeholder Drivers and Needs

Enterprise Goals

AI |gn ment Goa IS 1sacy / COBIT Focus Area: COBIT Focus Area: DevOps
Information and Technology
COBIT Focus Area: Risk

Information Security

Governance and Management
Objectives

COBIT for Small and Medium

Enterprises 10
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Benefits
realisation

Stakeholder Drivers and
Needs

Risk
optimisation

Information
Security

Digital

Regulatory
Transformation

Compliance

Enterprise Goals

Cost

reduction

Business
Continuity

Alignment Goals

Governance and

Management Objectives

Systems
Reliability

© 2023 Copyright Georges Ataya & Solvay.edu
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Stakeholder Drivers and
Needs

Enterprise Goals

Alignment Goals

Governance and
Management Objectives

Risk
optimisation

Information
Security

Carry out risk assessments
Strengthen weak spots
Adjust risky processes and practices
Respond to, and manage incidents

Managed Risk
(APO12)

Managed
Security (APO13)

Managed
Security Services
(DSS05)

© 2023 Copyright Georges Ataya & Solvay.edu
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Benefits
realisation

Stakeholder Drivers and
Needs

Digital
Transformation

Enterprise Goals

Innovate
Change work methods
Conduct successful changes
Deploy new operations
Service Management

Alignment Goals

Managed
Projects/Progra
ms (BAI11 and
BAIO1)

Managed
organizational
Change (BAIO5)

Managed
Innovation
(APOO04)

Governance and
Management Objectives

13
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Stakeholder Drivers and

Needs

Cost reduction

Enterprise Goals j>

Manage investments
Manage external suppliers
Manage assets

Alignment Goals $ Deploy a cost strategy while maintaining services and quality

Ensured
Resource
Optimization
(EDMO04)

Managed
Portfolio
(APOOQ5)

Managed Budget
& Costs (APOO06)

Governance and

Management Objectives

14
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Stakeholder Drivers and
Needs

Enterprise Goals

Alignment Goals

Governance and
Management Objectives

Risk
optimisation

Business
Continuity

Analyze risks and business impact
Develop recovery strategies
Develop Recovery plans
Operate recovery activity

Managed service
agreements
(APOO09)

Manage
Solutions Build
(BAIO3)

Managed
Operations
(DSS01)

© 2023 Copyright Georges Ataya & Solvay.edu
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Managed
Innovation
(APO04)

Managed

Managed Risk
(APO12)

Ensured
Resource
Optimization
(EDMO04)

Managed service
agreements
(APOO09)

Projects/Progra Mapaggd
ms (BAI11 and organizational
BAIO1) Change (BAIOS)
MEECES Secm?cg?sier\cjices
Security (APO13) (DSSO5)
?;2?5?3 Managed Budget
(APOOS) & Costs (APOO06)
Manage Managed
Solutions Build Operations
(BAIO3) (DSs01)

© 2023 Copyright Georges Ataya & Solggl.edu




Govern

Ensured
Resource
Optimization
(EDMO04)

Managed
Innovation
(APO04)

Managed
Portfolio (APOO5)

Managed Budget
& Costs (APOO06)

Managed service

agreements
(APO0Q9)

Managed Risk
(APO12)

Managed
Security (APO13)

et

Dlan

_)LJ]JQJ

; -M:n/iged Manage Managed
r??l?fAslllrgﬁ?m Solutions Build organizational
BAIO3 B
e ( ) Change (BAIO5) )
Managed Managed
Operations Security Services
(DSS01) (DSS05)

RUN

IUO|A]

:

1@
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EDMO1—-Ensured
Governance
Framework Setting

EDMO5—Ensured
Stakeholder
Engagement

EDMO02—Ensured
Benefits Delivery

\ =~ —Ensured
SO
' ‘ ‘ pizhization

and Maintenance

APD01—Managed
|&T Management
Framework

APO08—Managed
Relationships

BAIOT—Managed
Programs

BAIOB—Managed
Knowledge

DS501—Managed
Operations

AP0O02—Managed
strategy

APO09—Managed
Service
Agreements

BAIOZ—Managed
Reguirements
Definition

BAID9—Managed
Assets

DS502—Managed
service Reguests
and Incidents

AP003—Managed
Enterprise
Architecture

APO10—Managed
Vendors

BAID3—Managed
Solutions
Identification
and Build

BAIT10—Managed
Configuration

DSS03—Managed
Problems

APO11—Managed
Quality

BAIO4—Managed
Availability

=k}

BAI11—Managed
Projects

APO05—Managed
Portfolio

APO12—Managed
Risk

BAIDS—Managed
Organizational

DSS05—Managed

Security
Services

APOD6—Managed
Budget and Costs

AP013—Managed
security

BAID6—Managed
IT Changes

DS506—Managed
Business
Process Controls

APO0D7—Managed
Human Resources

APO14—Managed
Data

BAIO7 —Managed
IT Change
Acceptance and
Transitioning

MEAD1—Managed
Performance and
Conformance
Maonitoring

i
ME Managed
B!FI n%'; arnal
-

ME AU3=Managed

Cofme iSJith

[ | |

RUOIME ents

MEAD4—Managed
Assurance

© 2023 Copyright Georges Ataya & Solvay.edu
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<)

' -
o ‘ ‘\' ‘A APOO0O4 Innovation

DSSO05 Security
Services

BAIO1 Programs APQO5 Portfolio

APOO1 Management ‘

APOO2 Strategy

A

- BAIO4 Availability and

Capacity

Framework BAIO5 Organizational

APOO3 Enterprise
Architecture

Change

APOO7 Human

APQOO08 Relationships
Resources

B

APO14 DSS03 Problems APO10 Vendors
Data . '

caxvy ANV

BAI10 Configuration

APO13 Security APOO09 Service

Agreements

BAIO7 IT Change
Acceptance and
Transitioning ,
N l“
APOO6 Budget and & ; )\ BAIO3 Solutions MEAO1 Performance
Costs Identification and e
BAIO6 IT Changes

BAIO2 Requirements APO14

Definition 2 o - . Communication

DSS02 Service

Requests and

DSS06 Business

: Process Controls
Incidents

DSS01 Operations . ‘ ‘

MEAOQ2 System of
Y With External BAIO9 Assets

MEAO3 Compliance % . MEAO4

Assurance

Internal Control .
Requirements

© 2023 Copyright Georges Ataya & Solvay.edu



Mapping Compliance Requirements

to Governance and Management Objectives (source COBIT annexes)
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Certified in Risk
. and Information

480)
@ CRISC Systems Control”

31000 gy

Risk-Management An ISACA" Certification

C|S i ®
!!!h@ ]f()(;fL}T

CyBCOK

EXECUTIVE N ~ ISACA

maniac ez CQBI T

|| DEVELOP YOUR CAREER
| AS A CYBERSECURITY

| LEADER - GET THE |,

| PRACTICES, SKILLS

| AND KNOWLEDGE. & -

v
=

1. Information
Security Leadership

March to April 2023

The management activities of
Cybersecurity leaders includes the
governance process, the business
risk management process, the

implementation process, and the
incident management process.
This module shall..,

rrv F=Fd] 2

il

: Certified Information

C|SA Systems Auditor”
—.,__

An ISACA® Certification

AZER
I1SO

NS
3850

0

2. Security Controls

May to June 2023

A review of enterprises landscape
including business objectives and
requirements collection for
security controls, A thorough
understanding of security controls
in various domains and
including...

C/CISO

CEATIFIED CHIEF INFORMATION SECURITY SFFICER

ISO/IEC 27035 g
INCIDENT MANAGER CISM Sccuriy Manager

3. Security
Architecture

September to October 2023

The architectural landscape is
demystified, and components are
identified to ensure adequate
protections. Various architectural
models shall be acquired by
participants. The creation and
implementation...

Certified Information
CISSP Systems Security Professional

VZZENN

Security+

Ny

An ISACA® Certification

4 . Security Operations

November to December 2023

Business operations and
information availability and
integrity require the involvement

of the whole organisation.
Activities leading to building an
adequate continuity are...

/TR

ISO

w‘\‘>5§ I;/;//“//
22301

Certified Lead
implementer

QT

FOUNDATION

5. Cybersecurity
Battleground

January to February 2024

Cybersecurity management
practices require the knowledge of

own business, its functional and
technical vulnerabilities and the
threat landscape that needs to be
addressed. The capabilities that...

© 2023 Copyright Georges Ataya & Solvay.edu



ALIGN WITH
MAJOR
BODIES OF
KNOWLEDGE
AND
FRAMEWORKS

31 000 An ISACA* Certification

Risk-Management

: Certified Information
C l SA Systems Auditor”
_H_
An ISACA® Certification

A Certified in Risk
m\ . and Information
@, CRISC' systems Control”

ISO/IEC 27035
INCIDENT MANAGER

/RN

150

C|SPS

N CYBERSECURITY NEXUS

c/cIso

CEATIFIED CHIEF INFORMATION SECURITY OFFICER

TOGAF

VZZENN

Certified Information T
Systems Security Professional Security
.
N>/

/TR

ISO

- Certified Information
CISM Security Manager’ \@/
An |SACA";|‘|-IV|caum
271032

CyBCK

EUROPEAN UNION AGENCY
FOR CYBERSECURITY

o2
ji2

EUROPEAN
CYBERSECURITY

SKILLS
FRAMEWORK

Certified Lead

Implementeor

ISACA

COBI T

QT

FOUNDATION

SEPTEMBER 2022
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* *
Y enisa o &=

NION AGENCY

SECURIT

EUROPEAN

CYBERSECURITY
@ SKILLS
FRAMEWORK

6 g ?;

SEPTEMBER 2022

PRIMARY or SECONDARY knowledge for
Cybersecurity roles

Information Security
Leadership

Security Controls

Security Architecture

Security Operations

Cybersecurity
Battleground

General Manageme
for CISO

CHIEF INFORMATIOM SECURITY OFFICER (CISO)

CYBER INCIDENT RESPONDER

CYBER LEGAL, POLICY & COMPLIANCE OFFICER

4 CYBER THREAT INTELLIGENCE SPECIALIST
3 CYBERSECURITY ARCHITECT

6 CYBERSECURITY AUDITOR

7 CYBERSECURITY EDUCATOR

8 CYBERSECURITY IMPLEMENTER

9 CYBERSECURITY RESEARCHER

10 | CYBERSECURITY RISK MANAGER

11 | DIGITAL FORENSICS INVESTIGATOR

12 | PENETRATIOMN TESTER

O O0000EMEROOMN

EEEEEEEE(N

P - Primary

S - Secondary

EEEEERCOONENCO

EECOEEROERONEO
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* Recovery Planning
* improvements
* Communications

* Response Planning
+ Communications

* Analysis

* Mitigations

* Improvements

NIST

CYBER SECURITY
FRAMEWORK

* Anomalies and Events

* Security continuous monitoring
+ Detection processes

* Asset management

* Business Environment

* Governance

* Risk Assessment

* Risk management Strategy

+ Access control

+ Awareness training

+ Data Security

« Information protection

* Processes and Procedures
* Protective technology

Alignment mapping

0,
i R

aw 8
i

Information Security
leadership

Security Controk

Cybersecurity General Management

Security Architecture | Secwrity Operations Bt the ) Far CIED

Do 1: Physical desdon=s and systomes with in the SganiEaion ane Inesntorisd

C.abd I Sotwass platom s 2nd applicatons wikhin the onganizaton 2re inan iorksd

DAk 3 Oiganiz kol Comimanic 2on and data tiows 2 mapped

Dakd £ Batennad e comniation systoms ane camloguad

DAl 5 Resournoes e g, handwane, dewioss, d a3, time, persanne, and s oftward ane plarimeed based an their chasmication, crmainy,
ained D siness Wk
Dbk & Deborsoounimy mobes and respon sk imes for oeontine workdoros and hind party sekchadors feg. suppliors, oustomers

Damnen arecmabiahed

IDUBE: 1: The anganizason % raks bn the su pply chadn & idontifed 2nd Commmmuniks ahsd

[.8E I: The onganizaton 5 pleos incrikcad infreatnuc ture and s ndustny socion 6 kdentifiad and communicatsd

[CUBE 3 Prarimes for ceganimaiona] mikssion, sbpsmirees, and a0 ttics s csmbilished andcomimu nikcaasd

D BE &: Depeearechoanec o 2aned ool o Soires 30 r deliracny ot Catical serebons ane csbils hed

IDUBE 5 Reslienos roq uisments o supp ot delvery of armcal soneice< are estahilbohed for 20l aperating o o g underdu ek,
JUring nac oreeny, no Ml opeRtion]

L. 1: Ongenizaonad opborseourity polcy s o5 @bilshad and oo mmunicated

CUSW 2 DD arssou ity naes and rosp onsibiltics s ooord neted and algned wibh neennad robkes and cotomial paetncrs

LGS 3 Legal and sepulatony requirsments nogaed ing Opibom couriy. incuding prvvacy 2nd el Iberties obiligtio e, e undes wooed and
e e

CUSW & Sovennancs 2nd RSk mana@smcnT prod ascs ddness opborssourity fkis

D RA 1 Asset e ncrabilties 2o kdendticd and documenied

C.RA I Oyiber threa ntellgoncs & reociesd from bnd o athon shafing fenums and Sources

[D_RA Z: Threas, nothi intemal and eicnna] 2 denmticd 2nd dacumened

CURE 4 Porormad business impaaors aned Beolihood 5 2 kdentitod

[D_RA 5 Threas, wulncrabimes, Beckhoods, 2nd Impeos ane wssd 0 JeTonmine sk

DURM: LR & maragement pmdesses ane estabilished, managed, and agrosdta by o ganzsion staicholdes

DRk IO pganis athoneal ris kankoran oo & detanminsd and cearky cop esssd

D_RM - 3 The: OnganiEamon s SeTsmination ot isk amberanc e i inonmed Dy s mle N oo InTasmuciune and Sooior spocim: rsk naiyss]

D50 1 Cybor supply Chiadn msk man a@oment procoss o ancdentifiod, cstablshod, assosssd, manaansd, and agrosd oo by oganicational
SEEshokdors

D.5C 2 Supples and thind pary panm ors of infom 2on SyEtems, Gompanene, 2nd senioss ane idaonohed, priormeed, and aesesced
LN & Wb supply < hadn risk Sssessment prod o

D503 Corviraaots wirth suppbors and thied ety partnors 20t ussd 0 implhsment 200 mpnais measurss deskgnod to meset the o bjos ves
of 20 IFaniEon"s Oftorsceou ity progim and Ceber Su ppky Chain Rk Management Plan.

D.5C 4 Supplces and thind: Ty Armers a0 5 Bncly 2ecesnad s g 200, 0T results, o rother fom o f eabuations o confinm they
are meaing their oo nrachual sbil@tions.

® X X X

= o x X

5 Functions 23 Categories

108 Subcategories
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Alignment mapping

LR

mﬁ%\x/
MY

!

1 HOR - Human Factors

1 HOR - Law Regulation

1 HOR - Privacy Online Rights

1 HOR - Risk Management Governance

2 A&D - Adversarial Behaviours
2 A&D - Forensics

!
T
|

129

. 1
e 1]

Infu-r[r;:jz:si?:u rity Security Controls Security Architecture Security Operations Ei:::::i:? I'u'lanag:r:ne:::aﬁl:lr clso
X
X
X
X
X
X
X
X

A A - S - - -

22 Sub-Domains
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3 Information Security . . B . B Cybersecurity General Management
COBIT 2019 MANAGEMENT CONTROLS seadership Secunity Controls | Security Architecture | Security Operations Battleground for C150
ECHA101 Ensurned goweTnams I'-IITFE'I‘-I:I'i.EEIIi'IE and maintenanos ]
EDkA02 Enzured benefits delivery a
2019 CDweA03 Enzured risk aplimiiza tian p
EDH1104 Enzurned nesaunce aptimization ]
ECHAT5 Ensured stakeho du'u'ﬂu'ﬁu'll ]
AP0l F.-'I.:'uEu:I T managerment Framework p
. - APD02 hlanaged sirategy ]
APO03 hlanaged enterpeise anchitecture ]
Alignment mapping 1 - =
APOOS F.-'I.:‘uEu:I partiolkio ]
APO0E h-'l.ruﬁud uudﬁul..:'nd ooEts ]
APpOO7 Managed human resounces p
APOOR lanaged relatioms hips ]
APOOS blanaged service agresments 2
AP0 F.-'I.ruEud wondors ]
ApD11 F.-'I.:'uEu:I qualiity o
APO12 lanaged risk B
APO13 banaged security a a a a a a
APO14 Managed daia o o
a0l M.:'uﬁu:l o g T ]
afi02 F.-'I.ruEud reguirements de finition o o
03 Pt ra ged sodu i iden tification and build p
A 04 blanaged auailability and cpadty a
BANTS klanaged arganizational changs ]
) O F.-'I.:'uEu:I nL'IJ'IEEI-J'Id transi I."A'.II'I"IE p
B0 F.-'I.:‘uEu:I rrl'_'lil'IEE aooepLana: ]
LA blanaged knowledge ] o o
L] Managed aszeis n
M 10 lanaged configuration ]
Ml 11 Managed projects o
ol feeren :
LE50 Meeeed service requasts znd incident n
Mzmeeed problems ] 5 8
Mhemged contimity n
hlznz==d security ssrvices controls n
Mznze=d business process
Managed performance and conformance manitading ] ]
blanaged system of internal contro ]
blanaged com pliance with exiernal reguirements ]
F.-'I.ruEud ARZUrancs ]

LR

1L

40 Management Objectives
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Alignment mapping

HESEFIA

FOUNDATION

Aﬁ}i‘l

128
1y

e

skill_code

BPTS
ADEY
ASUP
ASMG
AUDT
AVMT
BENM
ADMMN
BINT
BSMO
BPFRE
BUSA
CPMG
CSOP
CHMG
LEDA
CFMG
CMNSL
INCA
ICPM
COPL

Title

Acceptance testing

Animation development

Application support

Asszet management

Audit

Availability management

Benefits management

Business administration

Business intelligence

Business modelling

Business process improvement

Business situation analysis

Capacity management

Certification scheme operation

Change control

Competency assessment

Configuration management

Consultancy

Content authoring

Content publishing

Continuity management

Contract management

Security Security
Leadership Controls

Security
Architecture

Security
Operations

Cybersecurity
Battleground

General
Management
for CI50

0 |0

0|0 (0|0

O |0 |0

0|0

RFEM Radio freqguency engineering

RESD Real-time/embedded systems development |
RELM Release and deployment |
REQM Reguirements definition and management |

User experience analysis

P

0

120 total skills

© 2023 Copyright Georges Ataya & Solvay.edu
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=~ INTENDED
- AUDIENCE

=
e |

Managing portfolio, programs or projscts
involve adequats knowledze of Cybersecurity
issues relsted to business, technology and
implementation  constraints.  Cybersecurity
Architecture, Business needs, nsk, and
compliance issues drive todays transformation
initiatives.

COMPLIANCE PROFESSIONAL

Management of compliance activities in relation to

: cybsrsecurity  laws, regulations, and  industry

T= ) requirements. Implementation of and project
activities related w0 implementing sslected controls.

{ Support in the accreditation and the certification of
operations and systems. Support in reaching

relevant maturity levels to build control layers

towzsrds  reaching  intended  cybersecurity

Apply cybersecurity management methods
while managing human resources, leading
finance operstions, directing operations and
business processes, and selling products and
services,

Decision making and relations with the Generzl
Management; Security Architecture and its impact
on cybersecurity and business  strategy;
Cybersecurity operstions and its impzact on business
activity; certification and accreditation in line with
industry standards and regulatory requirements;
the risk profiles in relation to budget priorities and
protection targets.

Lead Information and Cybersecurity activities
vertically or lizise with horizontal cybersecurity
3ctivivies in an enterprise; Understand the business
capabilities; technical requirements and process
implementation whils leading the implementation
of cybersscurity protections. Develop a technology
s3avvy business  managemsnt  to  support
cybersecurity maturity in services and products and
within technology and business personnel.

HUMAN RESOURCES MANAGER

Understand cybersecurity skills and roles that
are reguired to support recruiting, upskilling,
reskilling and promoting cybersecurity, IT and
business personnel. Apply innovative methads
to build cybersecurity maturity.

urity technical experts

PR

Manage Technical cybersecurity activitiss
including Digital Forensics  investigators,
Penetration testers, and Cybsr Threat
Inteliigence specialist. Apply management
metnods while determining relevant actions to
face related risks. Manage technical teams
accordingly.

CYBERSECURITY IMPLEMENTATION MANAGER

Cybersecurity project and program management;
Security Architecture and its impact on targeted
protections; impact of implementation projects and
architecture on  Cybersecurity  operations;
Capabilities and technology reguirements for
reaching intended industry standards and
regulatory requirements; the residual risks in
relation 1o program and project delivery a3 well as
business risks related to delivered czpabilities.

SECURITY OPERATIONS PROFESSIONAL

Understanding the business requirements and
managing cybersecurity related opsrations;
Build adequate capabilities to support incident
and crisis situations; manage the organisation
capabilities including architecture,
configuration, operations, and services.

.

Review of lines of defence related to
Cybersecurity  services, risk  svaluation,
compliance activitiss, maturity improvemsant
projects, and cybersecurity governance and
monitoring  activities. Review of externzl
services and evajuation of technology
components and cybersecurity profile of
business operations.

Cybersecurity Architect

Use full knowledge of risks and mitigation
actions in building layers of protection. Ensure
that Dbuiit architecture is capable of
implementing targeted protection strategy.
Align building blocks with cybersecurity
operations and foreseen future needs.

CYBERSECURITY MANAGEMENT ADVISOR

Capabilities to deliver CISO services, strategy,
and architacture advisory and management
counselling; Risk prioritisation and business
impact 2nalysis; Auditing; Risk assessmant and
maturity improvement projects; Review and
assistance with externz| servicss, with the
reliance on technology solutions, and with
personnel maturity.

RISK MANAGER

‘ Translate cybersecurity risks into business
impact and formulate protection targets and
' priorities; understand the financial returns on
; . cybersecurity investments and advice general
, \ \ 1 managers in their decision making; assess risks
of cybersecurity relzted projects and acquired

- A external services.

Use cybersecurity capabilities as 2 compstitive
advantage and integrate security protections in
developed products and services; Actively use
cybersecurity  capabilities  in FINTECH,
technology start-ups, and innovative products
and services.

Cybersecurity Academics

Get updated on most recent managemeant
practices, frameworks and standards in relation
to cybersscurity. Re-use advanced =ducation
. practices to promote awareness, management
' ! knowledgs and

RO
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Cyber Incident Chief Information
Responder Security Officer (CISO)

4
T

Cybersecurity
Implementer

Cyber Legal, Policy and
Compliance Officer

. Cybersecurity Risk
Cybersecurity Manager
Researcher

Ras®

Cybersecurity
Educator

(S

Cybersecurity
Architect

Penetration
Tester

4b

EUROPEAN UNION AGENCY
FOR CYBERSECURITY

EUROPEAN

|
CYBERSECURITY
SKILLS
FRAMEWORK
b

SEPTEMBER 2022
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Cyber Incident
Responder
e
' -
.;' o — .\
¥ '*}j
[!k [ 'Aﬂ:
} || —
VA
Atz ==
L — J
~ -

Cyber Legal, Policy and
Compliance Officer

Cybersecurity
Researcher

Chief Information
Security Officer (CISO)

e

Cybersecurity
Implementer

J _'
w . R
L ™ d
\‘% — ’.'
===
S
2
S
Yl
R
S
- »
)

Cybersecurity Risk
Manager

Qe
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(Georges Ataya

A p Brussels School
i; 4 Economics & Management

ATAYAEPARTNERS

Professor, founder and Academic Director of Digital Governance and
Trust at Solvay Lifelong Learning

Co-Founder of the Belgian Cybersecurity Coalition

Co-founder DPO Circle

Member of the Advisory Board: Agoria, BECI, CIONET, ISACA, Belgian
Cybersecurity Coalition

Founder at Ataya & partners, advisory firm (atayapartners.com)

Past International Vice President at ISACA

Past Partner Ernst & Young

Past Deputy International CIO ITT World Directories

Contributor: COBIT, CISM, CGEIT, VALIT.

Linkedin: ataya

gataya@solvay.edu

+32475705709


http://be.linkedin.com/in/ataya
http://be.linkedin.com/in/ataya
mailto:gataya@solvay.edu

Thank You

LifelongLearning

BRUSSELS SCHOOL. ECONOMICS. MANAGEMENT




	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20: Mapping Compliance Requirements
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36: Personal curriculum
	Slide 37: Enterprises Management model
	Slide 38: Georges Ataya
	Slide 39

