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CSIRT use case: ransomware
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CSIRT use case: ransomware

No artefacts explaining initial access and privilege escalation.
Potentially:

* |ldentifier theft

 Brute force

* CVE exploitation

In 95.3% of the incidents, it is not known how threat actors obtained initial access into the target organization*

*ENISA THREAT LANDSCAPE FOR RANSOMWARE ATTACKS July 2022



CSIRT use case: ransomware
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CSIRT use case: ransomware

OS native binary technique tactic
T1056.001
powershell T1564.003 EXECUTION
net.exe T1056.003 EXECUTION
cmd.exe T1218.011 EXECUTION
Administrative tools technique tactic
ADFind.exe T1016 DISCOVERY
Filezilla T1048.003 EXFILTRATION
chrome.exe (0)
mspaint.exe T1039 COLLECTION 46 A) 54%

technique tactic

PowerTool64.exe DEFENSE
PCHunter64.exe T1562.001 EVASION
masscan64.exe 11046 DISCOVERY
getdata-info.psl T1518.001 |COLLECTION
XXX.exe T1486 IMPACT

DEFENSE
ss.dll T1218.011 EVASION




CSIRT use case: ransomware

* No response plan in place

- Clarification of roles and responsibilities

- Skilld of People involved

+ Tools not ready/existing

« Business impact assessment Communication plan not existing

‘ « Cause delay in recovery
« May have compliance/legal implications
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Key takeaways

v~ — | Ransomware strategy

What's not permitted What is permitted

Q

Q

The strategy provides direction in the event of ransomware

« What are the various R&R during such an event?

* Does the organisation negotiate?

« What do we communicate, to whom, and when?

 How do we respond and recover?

« Linkage with crisis team and business continuity planning?
« Cyber insurance coverage?



Key takeaways

Ransomware as a service: Understanding the cybercrime gig economy

- -
Access broker g @ @ RaaS operator
Compromises networks A B | Develops and maintains
Persists on systems RDP Exploits tools

access builder site

AT ¢ & 8

Payment Victim
processing messaging

Compromised Botnets
credentials

Ransomware-as-a-
service affiliate

Moves laterally in network
Persists on systems
Exfiltrates data
Distributes and runs ransomware
payload

Source: https://www.microsoft.com/security/blog/2022/05/09/ransomware-as-a-service-understanding-the-cybercrime-gig-economy-and-how-to-protect-yourself/



Key takeaways

Operational scenario Strategic scenario
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Key takeaways

* Make sure your vulnerability
management policy
Integrates:

* Periodic attack surface
evaluation

« Contextual categorisation of
vulnerabillities

* Risk based remediation
policy



Key takeaways

-
0 L= Perform human security awareness assessment

® 'Jl | Train your users regularly on recent attack vectors and good practices

9 < ¢ Launch phishing simulation campaigns regularly

I\. .
Q Bz  Measure progress and create a cyber security culture



Key takeaways
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EXPERTISE TOOLS PROCEDURES BACKUPS

External CSIRT expertise
24/7 availability
SLA on intervention time

CYBER SECURITY

- COALITION..

INCIDENT MANAGEMENT GUIDE



Your action plan:

- Establish a formal strategy that provides direction in the event of a
ransomware event

» Assess risks and use scenarios in order to define best response strategy
* Regularly assess your attack surface and prioritize remediation

 Train your users

* Prepare for the worst, get your response plan in hand



ISACA Ransomware Readiness Audit Program

Ransomware Readiness Audit Program
4 [ Audit Subject

4 / Audit Objectives
' SA‘ A 5 / Audit Scope
® 5 / Business Impact and Risk

5 / Minimum Audit Skills
5 / Testing Steps
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Thank You!
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INFORMATION SECURITY PRIVACY INFORMATION @ MADE IN EUROPE KMO-PORTEFEUILLE BRUSSELS ECONOMY AND EMPLOYMENT ﬁ t .
MANAGEMENT MANAGEMENT = entreprises

BRUSSELS REGIONAL PUBLIC SERVICE



mailto:Sales@approach.be
http://www.approach.be/
https://www.linkedin.com/company/approach-belgium/

	Slide 1: Anatomy of a ransomware attack The role of governance
	Slide 2: Speaker
	Slide 3
	Slide 4: CSIRT use case
	Slide 5: CSIRT use case: ransomware
	Slide 6: What happened
	Slide 7: Analysis
	Slide 8: CSIRT use case: ransomware 
	Slide 9: CSIRT use case: ransomware
	Slide 10: CSIRT use case: ransomware
	Slide 11: CSIRT use case: ransomware
	Slide 12: Key takeaways The importance of governance
	Slide 13: Key takeaways
	Slide 14: Key takeaways
	Slide 15: Key takeaways
	Slide 16: Key takeaways
	Slide 17: Key takeaways
	Slide 18: Key takeaways
	Slide 19: Summary
	Slide 20: ISACA Ransomware Readiness Audit Program
	Slide 21: Thank You! 

