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Why would anyone (still) read
your CyberSecurity Policy?

Marc Vae |., CISM, CISSP
Thursday 30t of March 2023




Reviewing Security Policies

Since 1995

673 security policies
reviewed/designed/implemented/maintained

(on average 24 per year)
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Survey on security policies size

1 172

Minimum Maximum

Average?

Based on 673 security policies research between 1995-2023
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My top recommendations on
effective security policy design




A boilerplate security policy
IS Inappropriate
because It does not reflect
how users In an organisation
actually do process digital information
amongst themselves & with others.
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definition
[def-uh-nish-uh n]
noun |
1. the act of defining, or of making something definite. - 4
distinct, or clear. el
———
2. the formal statement of the meaning or significance —— -
of a word, phrase, idiom, etc., as found in :
dictionaries. —

| 3. the condition of being definite, distinct, or clear :
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Policy Framework

&5 Information Security Principles

sa Information Security Policy

Input

Mandatory
Information
Security Standards,
Frameworks

and Models

Information Security Procedures

Information Security Requirements
and Documentation

Generic Information
Security Standards,
Frameworks and
Models
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You Have a Right to a Safe
and Healthful Workplace.

IT'S THE LAW!
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Internal: Enterprise
A A Board U A
' pp r.'OVGI' Chief executive officer (CEQ) u U I U
O : Originator Chief financial officer (CFO) U U
I Vel {o] oo U=Ye Mol TeY {oIRAY/ s I=J | Chie information security officer (CISO) o|ufo A AU
U : User of info type Information security steering committee (ISSC) I U I U
Business process owner U U
Head of human resources (HR)
Internal: IT
Chief information officer (CIO)/IT manager I
Information security manager (ISM) 0 0
External
Investors I
Insurers I I I
Regulators I I I
Business Partners I I
Vendors/Suppliers | Suaensecumy
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SECURITY EXCEPTION ESSENTIALS

* Requestor

* Policy Section & Clause

» Affected Assets

* Reason for Non-Compliance
* Proposed End Date
 Compensating Controls
 Remediation Plan

« Approvals (with evidence)
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And finally...
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Information security competence of
vendor

Technology maturity of vendor

Legal and regulatory compliance

Compliance with client policies

Trust that controls are implemented

Trust that proprietary information is
protected

Compelence
of vendors

Compliance
with polic :
regulations

Trust
about controls s
information pre

Information Security in IT
Outsourcing

CYBER SECURITY
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SECURITY PRINCIPLES

1. Support the business:
* Focus on the business to ensure that information security is integrated into essential business activities.
* Deliver quality and value to stakeholders to ensure that information security delivers value and meets
business requirements.
« Comply with relevant legal and regulatory requirements to ensure that statutory obligations are met, stakeholder
expectations are managed, and civil or criminal penalties are avoided.
* Provide timely and accurate information on information security performance to support business
requirements and manage information risk.
« Evaluate current and future information threats to analyse and assess emerging information security threats so
that informed, timely action to mitigate risk can be taken.
* Promote continuous improvement in information security to reduce costs, improve efficiency and effectiveness,
and promote a culture of continuous improvement in information security.
2. Defend the business:
 Adopt a risk-based approach to ensure that risk is treated in a consistent and effective manner.
* Protect classified information to prevent disclosure to unauthorised individuals.
« Concentrate on critical business applications to prioritise scarce information security resources by protecting the
business applications in which a security incident would have the greatest business impact.
* Develop systems securely to build quality, cost-effective systems on which business people can rely.
3. Promote responsible information security behaviour:
» Act in a professional and ethical manner to ensure that information security-related activities are performed in a
reliable, responsible and effective manner.
» Foster an information security-positive culture to provide a positive security influence on the behaviour of end
users, reduce the likelihood of security incidents occurring, and limit their potential business impact.
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CORE SECURITY POLICY

] INFORMATION SECURITY POLICY
TABLE OF CONTENT
ABOUT THIS DOCUMENT
1 INtrOdUCHION

1.1 What isinformation SecUrity 2. . e

1.2 Why is Information Securityimportantfor-?

2 S0P e e

2 INFORMATION SECURITY POLICY

-NFORMATION SECURITY POLICY COMPLIANCE
1 Information Security Policy Vari@nces ... ... e
2 Information Security INCIdent RePOrTiNG . ....coi i
3 Information Security Policy VIolations ... ... e
& INformation SeCUNtY QUESTIONS ... e et e e e et a e e

-INFORMATION SECURITY POLICY APPROVAL & AUTHORIZATION

ANNEX A: SPECIFIC INFORMATION SECURITY POLICIES (VERSION )
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The Information Secunty Policy consists of the following statements:

The organization
ensure all users who come in contact with protected information have completed the appropriate
written confidentiality, non-disclosure and compliance documents.

. protect all IT resources from theft, tampering, misuse, malicious software, destruction and loss.
. ensure all IT systems are procured andfor designed with information security control
characteristics including but not limited to:

o Unigue user identification and authentication

auditability
' mation on a "need to know" basis.

control access to information based on criteria defined by the owner(s). The level of default
protection for all proprietary information, including g, must allow no access unless
specifically authorised.
ensure additional authentication processes and access controls for users entering IT =
through dial-up, internet or other communication channels.
provide prompt notification to IT administrators of changes in status (like transfers or
terminations) of associ actors, Vi Irovi consultants and authorized

information, especially information released to non-group entities.
o. define and apply appropriate procedures for the use of cryptography (encryptic
where it is deemed information may be confidential, e ar business critical. This must include
systems that store such information with limited physical protection.
1. prohibit the sharing and other unauthorised disclosures of passphrases and other confidential
system access contr
2. apply additional controls to ensure the proper protection and use of Information securit
features to prevent unauthorised bypassing of implemented information security controls.
. produce, review, follow-up and retain audit trails of all information security relevant logs, data
access and administration events for all systems that process protected information.
. regularly perform  self-assessments and audits to detect information security threats,
vulnerabilities and non-compliance to the Information Security Policy.
. define and apply all information retention procedures needed satisfy internal and external
requirements.
5. properly archive, erase or dispose of information that is no longer neaded.
. test and update business continuity plans and disaster recovery plans to ensure availability

@ marcva el resources, particularly business critical systems.
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Survey on security policies size

1 23 172

Minimum Average Maximum

Based on 673 security policies research between 1995-2023
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Contact information

M r. M a rC Va e l., CISM, CISSP, CRISC, CGEIT, CISA, Guberna Certified Director

President
SAI.BE
(not-for-profit IT knowledge sharing & education)

Global CISO
Danaher Packaging & Color Management Platform

www.sai.be

https://www.marcvael.eu https://www.sai.be
@ marc@vael.net @ marc.vael@sai.be

in https://www.linkedin.com/company/sai-belgium

B @sAl_BELGIUM
[>] SAIBelgium Podcast

in https://www.linkedin.com/in/marcvael/
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