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Reviewing Security Policies

Since 1995

673 security policies

reviewed/designed/implemented/maintained

(on average 24 per year)
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Survey on security policies size

Based on 673 security policies research between 1995-2023

Minimum Maximum

Average?

1 172
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My top recommendations on 
effective security policy design
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A boilerplate security policy 
is inappropriate

because it does not reflect
how users in an organisation

actually do process digital information 
amongst themselves & with others.
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SCOPE
4

OUT-OF-SCOPE
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SCOPE
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BUSINESS
FOCUS
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EXECUTIVE SUPPORT
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A : Approver
O : Originator
I : Informed of info type
U : User of info type
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ENFORCEABLE
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SECURITY EXCEPTIONS
SECURITY VARIANCES
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SECURITY EXCEPTION ESSENTIALS

• Requestor

• Policy Section & Clause

• Affected Assets

• Reason for Non-Compliance

• Proposed End Date 

• Compensating Controls

• Remediation Plan 

• Approvals (with evidence)
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REGULARLY
UPDATED
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And finally…
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CULTURE 

EATS

STRATEGY

FOR 

BREAKFAST

Peter Drucker

SECURITY POLICY
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SECURITY PRINCIPLES
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CORE SECURITY POLICY
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CORE SECURITY POLICY
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TYPICAL SECURITY SUBPOLICIES
Acceptable Use Policy

Network Security Policy

Secure Authentication
Management Policy

Secure Authorization
Management Policy

Secure Remote Access 
Policy

Vendor Risk Management 
Policy

Security Event & Incident 
Response Policy

Secure Development
Policy

Archive & Retention Policy

Authorized Software Policy 
(incl security software)

Secure Change 
Management Policy

Secure Cloud 
Management Policy

Encryption Policy

Secure Data Management 
Policy

Data Classification Policy

Secure Decommissioning
Policy

BCM & IT DRP 
Policy

Secure Compliance Policy

Secure HR Management 
Policy

Secure Logging Policy

Secure Patch Management 
Policy

Vulnerability Management 
Policy

Secure Telework Policy

Secure Asset Management 
(incl Mobile) Policy
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Survey on security policies size

Based on 673 security policies research between 1995-2023

Minimum MaximumAverage

1 17223
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Contact information

Mr. Marc Vael, CISM, CISSP, CRISC, CGEIT, CISA, Guberna Certified Director

Global CISO
Danaher Packaging & Color Management Platform

President
SAI.BE 
(not-for-profit IT knowledge sharing & education)

SAI Belgium Podcast

@SAI_BELGIUM

https://www.linkedin.com/company/sai-belgium

marc.vael@sai.be   marc@vael.net   

https://www.linkedin.com/in/marcvael/   

@marcvael   

https://www.marcvael.eu https://www.sai.be
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