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Summary

Consent in the GDPR

The crisis of consent

• Counterperfomance

• Cookies

• Tension with legitimate interest in 
marketing, research and 
vulnerability

Three tensions on consent:



Art. 6 GDPR. Lawfulness of processing
(1) Processing shall be lawful only if and to the extent that at least one of the following applies:

a. the data subject has given consent to the processing of his or her personal data for one or more
specific purposes;

b. processing is necessary for the performance of a contract to which the data subject is party or
in order to take steps at the request of the data subject prior to entering into a contract;

c. processing is necessary for compliance with a legal obligation to which the controller is subject;

d. processing is necessary in order to protect the vital interests of the data subject or of another
natural person;

e. processing is necessary for the performance of a task carried out in the public interest or in the
exercise of official authority vested in the controller;

f. processing is necessary for the purposes of the legitimate interests pursued by the controller
or by a third party, except where such interests are overridden by the interests or fundamental
rights and freedoms of the data subject which require protection of personal data, in particular
where the data subject is a child.

Point (f) of the first subparagraph shall not apply to processing carried out by public authorities in the 
performance of their tasks

1. Lawfulness of processing



In order to choose a legal ground… Article 6 + Articles 17,20,21

No basis is better than the others.
However, different legal grounds give rise to 
different rights under the GDPR.

Source: Information Commissioner’s Office, Guide to the GDPR

Sometines, the processing must be ‘necessary’

Would data subjects reasonably expect the 
processing to take place?

Do data subjects have a negotiation power or does 
the controller have a position of power?

What is the impact of such processing on the 
subjects? 



Different Standards for Consent in the GDPR

1. Mere “Consent” (Article 6(1)(a))
2. Child’s Consent + Parental Authorization (Article 8)
3. Explicit consent (Article 9(2)(a))
4. Explicit Consent for automated decision-making (Article 22(2))



Freely given. This means giving people

genuine ongoing choice and control over

how you use their data.

Explicit consent must be expressly

confirmed in words, rather than by any

other positive action.

As a means to show accountability, the

controller must keep a record of all

consents to demonstrate they were

obtained

There is no set time limit for consent.

The time up to which it will be valid

depends on the contexts.

Obvious, unambiguous and require a

positive action to opt in. The GDPR

specifically bans pre-ticket boxes.

There is a right to withdraw consent at

any time. The controller must inform data

subjects about this right.

Non conditional to the provision of a

service and easy to understand and

presented separate from other terms and

conditions

Informed consent must specifically cover

the controller’s name, the purposes of the

processing and the types of processing

activity

Basic requirements of Consent in the GDPR: Article 6(1)(a) + 7(4)



Free consent is 
not conditional 
to services

• When assessing whether consent is 
freely given, utmost account shall be 
taken of whether, inter alia, the 
performance of a contract, including the 
provision of a service, is conditional on 
consent to the processing of personal 
data that is not necessary for the 
performance of that contract 
(Art.7(4) GDPR)

In sum, consent is not “freely given” if 
asked in exchange of free services 
online (for personal data that are not 
strictly necessary for the contract)



Instagram tricks you into syncing all your
contacts when picking a username by using
unnoticed lettering

Linkedin provides a good practice of layered information to obtain informed consent, showing 
the more detailed information on the left column while showcasing a shorter and simple notice 
in the right column, using plain language

European Commission has clear cookies notice to obtain valid consent which enables the user

to actively confirm whether they accept or refuse cookies.

Good and bad practices of Consent collection
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An Example from ICO (Guidelines of 2018)



Other legal sources to consider when talking about 
consent

E-Privacy Directive (Directive 2002/58/EC (as amended by Directive 
2009/136/EC)

• Article 2(f) and

• Article 5(3) 



To know more:

Recital 43, GDPR

EDPB, Guidelines 
05/2020 on 
Consent in the 
GDPR



The crisis of 
consent



Consent as 
counter-
performance



From the Data Subject perspective

• Consent fatigue, 

• Consent overload

• Empirical reality reveals:
• Data Subjects are uninterested
• Transparency fallacy 

• Difficult compliance
• Difficult conditions in case of further use

From the 
processor/controller 

perspective



Legal 
Tensions

No consent as counterperfomance 
in the GDPR vs. Consent as currency 
in the Digital Content and Digital 
Service Directive

Consent validity in the GDPR vs. 
Cookies “easy” consent in e-Privacy

Consent vs. Legitimate interest in 
sensitive areas (marketing, 
art&entertainment, Vulnerable 
subjects, research)



The Directive 2019/770 on Digital 

Content/service (Article 3(1)) affirms that 

consumer law applies also to contracts 

where unnecessary personal data are 

“exchanged” for the provision of free 

consent or services

The GDPR (Art. 7(4) GDPR) affirms that 
consent for “unnecessary” personal data 
cannot be conditional to the provision of 
free services

First tension: Consent as counterperformance: permitted or 
prohibited?



ICO on consent as 
counterperformance

(Guidelines on 
Consent, 2018)

The ICO’s view is that it may still be possible to 
incentivise consent to some extent. There will
usually be some benefit to consenting to 
processing. For example, if joining the retailer’s
loyalty scheme comes with access to money-off 
vouchers, there is clearly some incentive to 
consent to marketing. The fact that this benefit 
is unavailable to those who don’t sign up does
not amount to a detriment for refusal. However, 
you must be careful not to cross the line and 
unfairly penalise those who refuse consent.



Legal Literature on the point

See, eg, European Data Protection
Supervisor, Opinion 4/17 on the 
Proposal for a Directive on certain
aspects concerning contracts for 
the supply of digital content (EDPS 
2017); R Robert and L Smit, ‘The 
Proposal for a Directive on Digital 
Content: A Complex Relationship
with Data Protection Law’ (2018) 
19 ERA Forum 159



Second Tension: Valid Consent vs. Cookie Consent



Tension: Valid 
Consent vs. 
Cookie Consent

• Read together the GDPR (Articles 
6(1)(f) and 7) and E-privacy Directive 
(Article 2(f) and Article 5(3)

• The first require strict conditions for 
Valid Consent, the latter (seems to) 
permit implicit consent

• The second one is lex specialis, but 
outdated

• More and more DPAs and Courts are 
giving more value to the GDPR



The e-Privacy Directive and the GDPR must be
interpreted as meaning that the consent referred
to in those provisions is not validly constituted if,
in the form of cookies, the storage of information
or access to information already stored in a website
user’s terminal equipment is permitted by way of a
pre-checked checkbox which the user must
deselect to refuse his or her consent. (§88)
+
Processing duration must be clarified!

CJEU, Planet49, 1 October 2019

«It is not inconceivable that a user would not
have read the information accompanying the
preselected checkbox, or even would not
have noticed that checkbox, before
continuing with his or her activity on the
website visited» (§55)



Lessons from CJEU, Planet49

• For cookies consent not e-Privacy Directive alone, but together with the GDPR

• Implicit consent never valid: it should be explicit, real alternative, not opt-out

• Clarify the duration of processing

• The “average” data subject may not read Cookies privacy information 



The EDPB on Cookies and Consent (few weeks ago)
Guidelines 05/2020 on GDPR (and Not on e-privacy)



No!

No!

No!





Layered

Ubiquitous

The CNIL Draft Recommendation



Free, not contidional

Granular

The CNIL Draft Recommendation





Third tension: 
Consent vs. 
legitimate 
Interest

• Marketing

• Research

• Vulnerability

In particular in 3 delicate areas:



Art. 6 GDPR. Lawfulness of processing
(1) Processing shall be lawful only if and to the extent that at least one of the following applies:

a. the data subject has given consent to the processing of his or her personal data for one or more
specific purposes;

b. processing is necessary for the performance of a contract to which the data subject is party or
in order to take steps at the request of the data subject prior to entering into a contract;

c. processing is necessary for compliance with a legal obligation to which the controller is subject;

d. processing is necessary in order to protect the vital interests of the data subject or of another
natural person;

e. processing is necessary for the performance of a task carried out in the public interest or in the
exercise of official authority vested in the controller;

f. processing is necessary for the purposes of the legitimate interests pursued by the controller or
by a third party, except where such interests are overridden by the interests or fundamental
rights and freedoms of the data subject which require protection of personal data, in particular
where the data subject is a child.

Point (f) of the first subparagraph shall not apply to processing carried out by public authorities in the 
performance of their tasks

The alternative between Consent and Legitimate interest: re-reading Art. 6



In order to choose a legal ground… Article 6 +

No basis is better than the others.
However, different legal grounds give rise to 
different rights under the GDPR.

Source: Information Commissioner’s Office, Guide to the GDPR

Sometines, the processing must be ‘necessary’

Would data subjects reasonably expect the 
processing to take place?

Do data subjects have a negotiation power or does 
the controller have a position of power?

What is the impact of such processing on the 
subjects? 



Reasons for choosing 
consent

Reasons for choosing 
Legitimate Interest

Article 29 Working Party, Opinion on 
Legitimate Interest affirmed that 
Legitimate interest is applicable just in 
non intrusive cases of behavioural 
marketing, where purposes of profiling 
are strictly limited to the provision of the 
service in the future. Consent is 
recommendable.

Borgesius (2015): Consent always 
preferable

Maybe Legitimate Interest better because:
Recital 42 «The processing of personal data 
for direct marketing purposes may be 
regarded as carried out for a legitimate
interest» 

Balancing test

The right to object gives more protection to 
subjects in case of marketing  (Art. 21(2) 
and (3))

Empirical evidence that consent is 
meaningless for marketing

Vs

For marketing purposes: is it better 6(1)(a) or 6(1)(f)?



Consent or legitimate interest in Data 
processing for Research?
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Consent (Arts. 6(1)a and 9(2)a) 
or 

legitimate interest/public interest + 9(2)i/j?

EC Guidelines: Consent as first! (EC sees it as the highest form of awareness)
vs. 

EDPB on CTR: Consent as last resource (under specific circumstances)!

The case of Scientific Research
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Recital 43: No consent in case of 
significant power imbalance! (e.g., 

vulnerable individuals)
WP29 on Consent: not in case of 

subjects’ vulnerability

Vulnerable data subjects: Consent vs Legitimate interest

WP29 on Legitimate interest and on 
Purpose Limitation: In case of 
Vulnerable Individuals, always 

consent

vs
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Recital 43: No consent in case of 
significant power imbalance! (e.g., 

vulnerable individuals)
WP29 on Consent: not in case of 

subjects’ vulnerability

Vulnerable data subject: Consent vs Legitimate interest

WP29 on Legitimate interest and on 
Purpose Limitation: In case of 
Vulnerable Individuals, always 

consent

vs

Processing-based vulnerability

Effects-based vulnerability



To read more
On Legitimate Interest:

• Kamara, I., & De Hert, P. (2018). Understanding the Balancing Act behind the Legitimate
Interest of the Controller Ground. In E. Selinger, J. Polonetsky, & O. Tene (eds.), The 
Cambridge Handbook of Consumer Privacy (pp. 321-352). Cambridge: Cambridge 
University

On E-privacy and the GDPR:

• V. Papakonstantinou & P. De Hert, ‘Big data analytics in electronic communications: A 
reality in need of granular regulation (even if this includes an interim period of no 
regulation at all)’, Computer Law & Security Review, 2012, vol. 36

• Elena Gil González, Paul De Hert & Vagelis Papakonstantinou, ‘The Proposed ePrivacy
Regulation: The Commission’s and the Parliament’s Draft s at a Crossroads?’ in Dara 
Hallinan, Ronald Leenes, Serge Gutwirth & Paul De Hert (eds.), Data Protection and 
Privacy. Data Protection and Democracy, in vol. 12 in the Series Computers, Privacy and 
Data Protection, Hart Publishing, 2020,
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